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DESCRIPTION 

CONTENT DISTRIBUTION SERVER AND CONTENT PLAYBACK 
CONTROL TERMINAL 

5 

Technical Field 

The present invention relates to a content 
distribution server that distributes content using 
a broadcast network or IP network channel and a 
10 content playback control terminal that controls 
playback of content distributed from a content 
distribution server . 

Background Art 

15 There is a conventional digital content 

distribution system that uses DRM (Digital Rights 
Management) technology (refer to Patent Document 1) . 
DRM technology enables usage restrictions relating 
to the number of playback times, transfer, 

20 duplication, and so forth to be set for distributed 
content . 

Also, there is a conventional digital content 
distribution system that uses metadata stipulated 
by the TV-Anytime forum. According to the method 
25 stipulated by the TV-Anytime forum, the contents of 
a specific section of content (such as a CM, the 
first inning of a baseball game, or the first half 
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of a soccer match) are described by means of 
segmentation metadata. 

In recent years, the increased capacities of 
HDDs installed in PVRs (Personal Video Recorders) 
5 and an automatic recording function have made it 
possible for a program to be recorded automatically 
and viewed by the user later. However, since 
special playback such as 30-second skipping, 
f as t - f or wa r ding , and jumping to a specified time can 

10 be freely used in recorded viewing, CMs are 
frequently skipped when a program is viewed, and the 
current CM business model in real-time broadcasting 
is becoming nonviable. 

Also, even if it is wished to apply a 

15 broadcasting type of CM business model to content 
downloaded via an IP network, it is difficult to 
implement this since special playback can be freely 
performed with a playback player. However, in 
solving these problems, even though the number of 

20 times content is played back can be restricted by 
means of conventional DRM technology, there is no 
way of restricting the playback method, such as 
special playback. Furthermore, although it is 
possible to describe a specific section of a program 

25 as a CM section by means of segmentation metadata, 
there is no way of restricting special playback and 
so forth only for that section. 



2 



2F04166-PCT 



Patent Document 1 : Unexamined Japanese Patent 
Publication No. 2002-342518 



Disclosure of Invention 
5 Problems to be Solved by the Invention 

However, the above conventional technology has 
a problem that there is no technique whereby 
playback control intended by a broadcaster performs 
restriction for individual specific sections of a 
10 program. 

The present invention has been implemented 
taking into account the problems described above, 
and it is an object of the present invention to make 
it possible for the playback mode to be restricted 
15 for individual specific sections of content. 



Means for Solving the Problems 

In the present invention, a content 
distribution server distributes a content key, 

20 encrypted content encrypted using the content key, 
and playback control information that describes 
playback mode restrictions for a specific section 
of content to a content playback terminal, and the 
content playback terminal refers to the playback 

25 control information and decodes and plays back 
encrypted content in the case of a playback mode in 
which a specific section of content is not 
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restricted . 

Advantages of the Invention 

According to the present invention, playback 
5 of a specific section of content can be restricted 
based on playback control information. 

Brief Description of Drawings 

FIG. 1 is a block diagram showing the 
10 configuration of a content playback control system 
according to Embodiment 1 of the present invention; 

FIG. 2 is a conceptual drawing showing the 
relationship between license information for 
encrypted content and playback control information 
15 in a content playback control system of Embodiment 
l ; 

FIG. 3 is a conceptual drawing showing 
relationships when issuer identification 

information is attached to license information for 
20 encrypted content and playback control information 
in a content playback control system of Embodiment 
1 ; 

FIG. 4 is a conceptual drawing showing 
relationships when issuer identification 

25 information and an ID are attached to license 
information and playback control information for 
encrypted content in a content playback control 
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system of Embodiment 1; 

FIG. 5 is a drawing showing an example of the 
schema of playback control information in a content 
playback control system of Embodiment 1; 
5 FIG. 6 is a first drawing showing an example 

of metadata of playback control information in a 
content playback control system of Embodiment 1; 

FIG. 7 is a second drawing showing an example 
of metadata of playback control information in a 

10 content playback control system of Embodiment 1; 

FIG. 8 is a processing flowchart up to where 
a terminal obtains encrypted content, license 
information, and playback control information from 
a server in a content playback control system of 

15 Embodiment 1; 

FIG. 9 is a processing flowchart up to where 
a terminal decodes encrypted content in accordance 
with license information in a content playback 
control system of Embodiment 1; 

20 FIG. 10 is a processing flowchart showing a case 

where skip operation is performed in a CM section 
when playback based on the playback control 
information shown in FIG. 6 is performed in a content 
playback control system of Embodiment 1; 

25 FIG. 11 is a block diagram showing the 

configuration of a content playback control system 
according to Embodiment 2 of the present invention; 
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FIG. 12 is a drawing showing an example of the 
schema of playback control information in a content 
playback control system of Embodiment 2; 

FIG. 13 is a drawing showing an example of 
5 metadata of playback control information in a 
content playback control system of Embodiment 2; 

FIG. 14 is a flowchart of content playback 
control in a content playback control system of 
Embodiment 2 ; 

10 FIG. 15 is a block diagram showing the 

configuration of a content playback control system 
according to Embodiment 3 of the present invention; 

FIG. 16 is a drawing showing an example of the 
schema of playback control information in a content 
15 playback control system of Embodiment 3; 

FIG. 17 is a drawing showing an example of 
metadata of playback control information in a 
content playback control system of Embodiment 3; 

FIG. 18 is a flowchart of content playback 
20 control in a content playback control system of 
Embodiment 3 ; 

FIG. 19 is a block diagram showing the 
configuration of a content playback control system 
according to Embodiment 4 of the present invention; 
25 FIG. 20 is a drawing showing an example of the 

schema of playback control information in a content 
playback control system of Embodiment 4; 
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FIG. 21 is a drawing showing an example of 
metadata of playback control information in a 
content playback control system of Embodiment 4; 

FIG. 22 is a flowchart of content playback 
5 control in a content playback control system of 
Embodiment 4 ; 

FIG. 23 is a drawing showing another example 
of the schema of playback control information in a 
content playback control system of Embodiment 4; and 
10 FIG. 24 is a drawing showing another example 

of metadata of playback control information in a 
content playback control system of Embodiment 4. 

Best Modes for Carrying Out the Invention 
15 Content playback control systems according to 

embodiments of the present invention will now be 
described in detail with reference to the 
accompanying drawings . 

20 (Embodiment 1) 

FIG. 1 is a block diagram showing the 
configuration of a content playback control system 
according to Embodiment 1 of the present invention. 
In FIG. 1, a content playback control system has a 

25 configuration in which content distribution server 
(hereinafter referred to as "server") 100 serving 
as a transmitting apparatus of encrypted content, 
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license information, and playback control 
information, and content playback control terminal 
(hereinafter referred to as "terminal") 110, are 
connected via a broadcast network, IP network, or 
5 suchlike channel 120. 

Server 100 generates encrypted content, 
license information, and playback control 
information, and transmits these to terminal 110 via 
a broadcast network, IP network, or suchlike channel 
10 12 0. 

Server 100 has content encryption section 101, 
license information generation section 102, 
playback control information generation section 103, 
communication section 104, input section 105, 

15 content storage section 106, and content key storage 
sect ion 10 7. 

Server 100 according to Embodiment 1 is just 
one configuration example, and license information 
generation section 102, playback control 

20 information generation section 103, content storage 
section 106, and content key storage section 107 may 
be separate servers. Actually, possible patterns 
include a case where playback control information 
is produced by a content producer, a case where 

25 playback control information is produced by a 
content distributor, a case where there is a 
provider who produces only playback control 

8 



2F04166-PCT 

information, and so forth. Therefore, the server 
in which playback control information generation 
section 103 is located will vary according to these 
various cases . 
5 Content control information stored in content 

storage section 106, that is, information that 
restricts the content playback mode, is input to 
playback control information generation section 103 
from input section 105. Playback control 

10 information generation section 103 also has content 
stored in content storage section 106 as input, and 
analyzes content section information. Playback 
control information generation section 103 then 
establishes correspondence between the analyzed 

15 section information and control information input 
from input section 105, and generates playback 
control information for controlling the content 
playback method. 

Playback control information will be described 

20 in detail later. 

License information generation section 102 
generates license information containing a content 
key for encrypting content, stored in content key 
storage section 107, and content key usage 

25 conditions for permitting only playback based on 
playback control information. 

Content encryption section 101 encrypts 
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content using the content key contained in the 
license information generated by license 
information generation section 102, and transmits 
this encrypted content to communication section 
5 104 . 

Communication section 104 is a section that 
performs data t r ansmi s s i on/ r e c ep t i on to/from 
terminal 110, and transmits encrypted content to 
terminal 110 via broadcast network, IP network, or 

10 suchlike channel 120. 

The method of transmitting license information 
generated by the license information generation 
section to terminal 110 via communication section 
104 may be based on conditional access scheme, 

15 public key cryptography, or the like. 

Terminal 110 receives encrypted content, 
license information, and playback control 
information from server 100 via broadcast network, 
IP network, or suchlike channel 120, and if playback 

20 based on the playback control information is 
permitted according to usage conditions of the 
license information, plays back content based on the 
playback control information. 

Terminal 110 has communication section 111, 

25 content recording section 112, license information 
recording section 113, playback control information 
recording section 114, content decoding section 115, 
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license information processing section 116, 
playback control information processing section 117, 
and operating section 118. 

Communication section 111 performs reception 
5 of data from server 100 via broadcast network or IP 
network channel 120. 

Content recording section 112 is a recording 
medium for recording encrypted content received by 
communication section 111 or obtained from other 

10 recording mediums , and more specifically, is an HDD, 
DVD-RAM, an SD memory card, volatile memory, 
nonvol at i 1 e memory , an IC card, or the like. By this 
means, encrypted content can be obtained from server 
100 before being used, and encrypted content can 

15 also be obtained via other storage media. 

License information recording section 113 is 
a recording medium for recording license 
information received by communication section 111 
or obtained from other recording medium, and more 

20 specifically, is an HDD, DVD-RAM, volatile memory, 
nonvolatile memory, an IC card, a memory card, or 
the like. By this means, license information can 
be obtained from server 100 before being used, and 
license information can also be obtained via other 

25 storage media. 

Playback control information recording 
section 114 is a recording medium for recording 
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playback control information received by 
communication section 111 or obtained from other 
recording medium, and more specifically, is an HDD, 
DVD-RAM, an SD memory card, volatile memory, 
5 nonvolatile memory, an IC card, or the like. By this 
means, playback control information can be obtained 
from server 100 before being used, and playback 
control information can also be obtained via other 
storage media . 

10 Using a content key passed from license 

information processing section 116, content 
decoding section 115 decodes encrypted content 
recorded in content recording section 112, and 
transmits this content to output terminal 130. 

15 Output terminal 130 is a terminal that outputs 

content, and is composed of a monitor that displays 
images, a speaker that outputs sound, and so forth. 

Content decoding section 115 must comply with 
license information usage conditions. Therefore, 

20 if "only playback based on playback control 
information is permitted" is specified in usage 
conditions, content decoding section 115 is not 
permitted to perform normal playback, and performs 
playback processing in accordance with the playback 

25 control information. 

License information processing section 116 
obtains license information containing a content 
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key and usage conditions from license information 
recording section 113, and only if the usage 
conditions are met, passes the content key to 
content decoding section 115 and permits decoding 
5 of encrypted content. 

Here, as in the description of license 
information generation section 102, "only playback 
based on playback control information is permitted" 
is added to the usage conditions in addition to 

10 conditions that can be set with conventional DRM. 
License information is protected from unauthorized 
duplication or tampering by means of DRM technology. 

Playback control information processing 
section 117 controls playback of content in content 

15 decoding section 115 based on playback control 
information. To be specific, when, for example, 
prohibition of skipping a CM s e c t i on - - whi ch is a 
specific section — has been set in playback control 
information, if a skip operation is performed by 

20 operating section 118 during CM content playback, 
playback control inf or ma t i on p r oc e s s i ng section 117 
instructs content decoding section 115 to deny this 
ope rat ion . 

Operating section 118 accepts content playback 
25 operations from the user. Specifically, 
operating section 118 accepts operations such as 
play, stop, pause, rewind, forward, skip, jump, 
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record, or the like. 

In the above configuration, content decoding 
section 115, license informat ion processing section 
116, and playback control information processing 
5 section 117 can be made tamper-proof security 
modules, enabling unauthorized duplication of or 
tampering with content, license information, and 
playback control information to be prevented. 

License information will now be described 
10 using FIG. 2. FIG. 2 is a conceptual drawing 

showing the relationship between license 
information, and playback control information and 
encrypted content. 

As shown in FIG. 2, license information 200 is 
15 composed of content keys 201 used when content 
encryption section 101 generates encrypted content 
203, and usage conditions 202. 

In usage conditions 202, in addition to usage 
restriction conditions relating to the number of 
20 playback times, transfer, duplication, and so forth 
that can be set with conventional DRM, information 
has been added indicating that only playback based 
on playback control information 204 generated by 
playback control information generation section 103 
25 is permitted . 

This makes it possible for playback based on 
playback control information 204 to be performed by 

14 
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terminal 110 using usage conditions 202. License 
information is protected from unauthorized 
duplication or tampering by means of DRM technology. 
Another form of license information will now 
5 be described using FIG. 3. FIG. 3 is a conceptual 
drawing showing relationships when issuer 
identification information is attached to license 
information for encrypted content and playback 
control information in a content playback control 

10 system of this embodiment. 

As shown in FIG. 3, issuer identification 
information 304 for identifying the issuer of 
playback control information 303 is attached to 
playback control information 303, and issuer 

15 identification information 302 is also attached to 
usage conditions 301. 

By using such license information 3 0 0 that uses 
usage conditions 301, playback based only on 
playback control information 303 to which issuer 

20 identification information 304 that matches issuer 
identification information 302 attached to usage 
conditions 301 is attached can be made possible for 
terminal 110. That is to say, it is possible for 
only playback based on playback control information 

25 303 to which specified issuer identification 
information 304 is attached to be permitted for 
terminal 110. 

15 
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As a result, terminal 110 (that is, license 
information processing section 116 of the terminal) 
can be made to comply with the intended playback of 
the issuer of playback control information 303. It 
5 is also possible to attach a uniquely identifiable 
identifier to playback control information 303 
other than above - de s c r ibed issuer identification 
information 304, and have license information 
processing section 116 of terminal 110 perform the 

10 same processing. 

The form of license information shown in FIG. 
4 may also be used. FIG. 4 is a conceptual drawing 
showing relationships when issuer identification 
information and an ID (user ID, terminal ID, or the 

15 like) are attached to license information and 
playback control information for encrypted content 
in a content playback control system of this 
embodiment . 

As shown in FIG. 4, specified issuer 
20 identification information 302 and an ID 402 are 
attached to usage conditions 401 of license 
information 400. Also, issuer identification 
information 3 04 and an ID 404 are attached to 
playback control information 403. 
25 By this means, issuer identification 

information 3 04 and an ID 404 attached to individual 
issuer identification information 304 can be 

16 
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attached to usage conditions 401 as information 
specifying playback control information 403 to be 
used. Thus, playback based only on playback 
control information 403 to which issuer 
5 identification information 3 04 and ID 4 04 that match 
issuer identification information 302 and ID 402 
attached to usage conditions 401 are attached can 
be made possible for terminal 110. 

By using ID 404 in this way, the issuer of 

10 playback control information 403 (the person 
indicated by the issuer identification information) 
can set a plurality of playback control information 
403. That is to say, a plurality of p 1 ayback control 
information 403 can be set for the same content. 

15 Playback control information generated by 

playback control information generation section 103 
will now be described in detail. 

Playback control information is written in XML 
(extensible Markup Language) or the like. The 

20 information set in playback control information is 
restriction information such as skip prohibition, 
forward prohibition, prohibition of special 
playback such as jumping, and so forth, for specific 
sections divided by means of segmentation metadata. 

25 Playback control information written in XML 

will now be described. First, the playback control 
information schema will be described using FIG. 5. 

17 
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FIG. 5 is a drawing showing an example of the schema 
of playback control information such as described 
above . 

A playback control information schema enables 
5 segment group information stipulated by the 
conventional TV-Anytime Forum to be extended to a 
play control schema 500 that describes playback 
control, and playback control information to be 
attached on a segment -by- segment (specific section 

10 by specific section) basis. 

As indicated by reference number 501 in the 
figure, in play control schema 500 the following are 
set as playback methods: play, stop, pause, forward 
( fast - forward) , rewind, skip (time skip), jump (to 

15 a specified time), record, and copy. In addition, 
as indicated by reference number 502 in the figure, 
in play control schema 500 a true ( enab 1 e ) / f a 1 s e 
(disable) is set for the playback methods indicated 
by reference number 501. 

20 This schema is only one example, and various 

other settings are also possible, such as 
restrictions based on playback time, restrictions 
based on the number of special playback times, and 
restrictions based on segment playback order. 

25 Special playback refers to a playback method other 
than normal playback ("play"), that is, a playback 
method whereby the user does not view a segment in 

18 
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detail . 

As an example, there is a setting whereby, if 
prohibited special playback is executed by content 
decoding section 115, it is changed to permitted 
5 special playback. 

There are also settings whereby the playback 
order of a plurality of contents or segments is set, 
and playback other than in the set playback order 
is prohibited, or the possible playback time of 
10 specific content or a specific section is set, and 
playback other than at the set time is prohibited. 

A specific description of playback control 
information will now be described using FIG. 6 and 
FIG. 7. FIG. 6 and FIG. 7 are drawings showing an 
15 example of metadata describing playback control 
information in a content playback control system of 
this embodiment. 

Playback control information 60 according to 
this embodiment is written by means of a 
20 hierarchical structural description using XML. 
This enables playback control information 60 to have 
versat il ity . 

Specifically, playback control information 60 
describes a plurality of segments 600a through 600c 
25 indicating content sections. 

Segments (specific sections) 600a through 6 00c 
respectively describe titles 601a through 601c, 

19 
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descriptions 602a through 602c, segment IDs 603a 
through 603c which are the segment identification 
numbers, video IDs 6 04a through 604c which are 
identifiers of the video used, segment start times 
5 605a through 605c, and segment lengths 606a through 
606c . 

Playback control information 60 also describes 
a playback method having the segment 600a through 
600c organization method, restriction of playback 
10 mode, and so forth, as indicated by reference number 
6 07. 

Specifically, playback method 607 describes 
title 608 of playback method 607, description 609 
of playback method 607, identification number 610 

15 of playback method 607, used video identifier 615, 
segment list of used segment 611, and restriction 
information related to specific segment 612. 

Segment list 611 describes the IDs of segments 
used in playback order. By this means, terminal 110 

20 can be made to perform content playback in the 
playback order intended by the issuer of playback 
control information 60. 

Restriction information 612 describes ID 613 
of the segment subject to control, and restriction 

25 (control) methods 614a through 614c for that 
segment . 

Specifically, <Forward> (fast- forward) 

20 
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prohibition is described in the area indicated by 
614a, <Skip> (time skip) prohibition is described 
in the area indicated by 614b, and <Jump> (jump to 
a specified time) prohibition is described in the 
5 area indicated by 614c, that is, prohibition of a 
playback method whereby this segment is not played 
back but skipped is described. By this means, time 
skipping that spans specific sections (segment) of 
content and jumping to a specified time are 

10 prohibited. To be specific, f as t - forwarding and 
skipping of segment 600b (CM section), and jumping 
from before segment 600b (CM section) to after 
segment 600b (CM section), are prohibited. 

In this way, a plurality of segments 6 0 0a 

15 through 600c, and order and playback restriction 
information related to these segments 600a through 
6 00c, are described in playback control information 
6 0 . 

A description method other than the above 
20 described method may be used for playback control 
information. For example, if the genre code of a 
segment is CM, playback control information with 
skipping prohibited or the like set, is created. 
Then, playback control information processing 
25 section 117 refers to the playback control 
information, and if the segment information genre 
code is CM, content decoding section 115 is made to 
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prohibit skipping. Moreover, operation can be 
implemented so that skipping is always prohibited 
when the segment information genre code described 
in the playback control information is CM, without 
5 explicitly indicating skip prohibition in playback 
control information. 

Playback control information may also be in a 
form in which control information 612 is described 
for content that has hierarchical segments. 

10 Next, operations in the content playback 

control system shown in FIG. 1 up to where terminal 
110 obtains encrypted content and its license 
information and playback control information from 
server 100 will be described with reference to the 

15 processing flow shown in FIG. 8. 

First, license information generation section 
102 of server 100 extracts from content key storage 
section 107 content key Kc (hereinafter referred to 
as "Kc" ) for encrypting content on which it is wished 

20 to perform playback control. Then license 

information generation section 102 generates 
license information containing Kc and Kc usage 
conditions (step S101 (hereinafter "step S" is 
referred to simply as "S" .)) Here, license 

25 information generation section 102 describes "only 
playback based on playback control information is 
permitted for encrypted content" in the usage 
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Next, license information generation section 
102 transmits license information generated in S101 
to communication section 111 of terminal 110 via 
5 communication section 104 (S102). Here, possible 
methods of communication from server 100 to terminal 
110 include transmission via a broadcast network, 
transmission by means of an IP multicast via an IP 
network, transmission via an IP network in response 

10 to a request from terminal 110, and so forth. 

Terminal 110 then receives the license 
information in communication section 111, and 
transmits this license information to license 
information recording section 113. License 

15 information recording section 113 records the 
license information obtained via communication 
section 111 in a recording medium (S103) . 

Next, license information generation section 
102 of server 100 passes Kc generated in S101 to 

20 content encryption section 101 (S104) . Content 
encryption section 101 then obtains content from 
content storage section 106, and encrypts the 
obtained content using Kc obtained in S104 (S105) . 
Next, content encryption section 101 transmits 

25 the content encrypted in S105 (encrypted content) 
to communication section 111 of terminal 110 via 
communication section 104. Here, possible methods 
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of communication from server 100 to terminal 110 
include transmission via a broadcast network, 
transmission by means of IP multicast via an IP 
network, transmission via an IP network in response 
5 to a request from terminal 110, and so forth (S106) . 

Terminal 110 then receives the encrypted 
content in communication section 111, and transmits 
this encrypted content to content recording section 
112. Content recording section 112 records the 

10 encrypted content obtained via communication 
section 111 in a recording medium, still in 
encrypted form (S107) . 

Next, playback control information generation 
section 103 of server 100 generates playback control 

15 information corresponding to the encrypted content 
encrypted in S105 (S108). 

Playback control information generation 
section 103 then transmits playback control 
information to communication section 111 of 

20 terminal 110 via communication section 104 (S109) . 
Here, possible methods of communication from server 
100 to terminal 110 include transmission via a 
broadcast network, transmission by means of an IP 
multicast via an IP network, or transmission via an 

25 IP network in response to a request from terminal 
110. 

Terminal 110 then receives the playback 
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control information in communication section 111, 
and transmits this playback control information to 
playback control information recording section 114. 
Playback control information recording section 114 
5 records the playback control information obtained 
via communication section 111 in a recording medium 
(S110 ) . 

By means of the above - de s cribed processing 
flow, terminal 110 records encrypted content in 

10 content recording section 112, license information 
describing Kc for decoding encrypted content and its 
usage conditions in license information recording 
section 113, and playback control information in 
playback control information recording section 114 . 

15 In the abo ve - de s c r ibe d processing flow, 

terminal 110 obtains license information, encrypted 
content, and playback control information in that 
order, but the order in which these are obtained is 
irrelevant . 

20 Also, there are various possible timing 

patterns for the acquisition of license information 
and playback control information by terminal 110, 
such as acquisition at the same time as content 
acquisition, acquisition when content is played 

25 back, periodic collective p r e - ac qu i s i t i on , and so 
forth . 

Next, operations where terminal 110 decodes 
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encrypted content in accordance with license 
information will be described with reference to the 
processing flow shown in FIG. 9. 

When the user requests content playback to 
5 operating section 118, operating section 118 inputs 
a playback request in response thereto (S201) . 
Then operating section 118 issues a content playback 
request to content decoding section 115 (S202). 

Next, content decoding section 115 issues a 

10 request to license information processing section 
116 for license information (Kc and usage 
conditions) corresponding to the content (S203 ) . 

In response, license information processing 
section 116 obtains license information 

15 corresponding to the content from license 
information recording section 113 (S204) . 

License information processing section 116 
then returns the license information to content 
decoding section 115 (S205) . "Only playback based 

20 on playback control information is permitted for 
encrypted content" is described in the usage 
conditions contained in the license information 
output by license information processing section 
116 here. By describing that only playback based 

25 on playback control information is permitted for 
encrypted content in license information in the 
usage conditions, terminal 110 always plays back 
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encrypted content using playback control 
information . 

Content decoding section 115 then obtains the 
license information. Next, since "only playback 
5 based on playback control information is permitted 
for encrypted content" is described in the usage 
conditions of the obtained license information, 
content decoding section 115 issues a request for 
playback control information processing to playback 

10 control information processing section 117 (S2 0 6) . 

In response, playback control information 
processing section 117 obtains playback control 
information corresponding to the content from 
playback control information recording section 114 

15 (S2 0 7 ) . 

Here, when, for example, i s s ue r i de n t i f i ca t i on 
information 302 and 304 are attached respectively 
to usage conditions 301 and playback control 
information 303 as shown in FIG. 3, playback control 

20 i n f or ma t i on p r oc e s s i ng section 117 obtains playback 
control information 303 having issuer 

identification information 304 which is the same as 
issuer identification information 302 attached to 
the usage conditions. 

25 By using issuer identification information 302 

and 304 indicating the issuer of playback control 
information in this way, only playback control 
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information issued by the playback control 
information issuer is used, and content playback can 
be controlled as intended by the playback control 
information issuer. 
5 Also, when, for example, issuer identification 

information 302 and 304, and IDs 402 and 404, are 
attached respectively to usage conditions 401 and 
playback control information 403 as shown in FIG. 
4, playback control information processing section 
10 117 obtains playback control information 403 having 
issuer identification information 304 and ID 404 
which are the same as issuer identification 
information 302 and ID 402 attached to the usage 
condi t ions . 

15 By this means, even if a playback control 

information issuer issues a plurality of playback 
control information, by using IDs 402 and 404, it 
is possible to determine which playback control 
information issued by the issuer should be used. 

20 Playback control information processing 

section 117 then returns completion notification of 
control preparation for content playback according 
to playback control information to content decoding 
section 115 (S208 ) . 

25 Next, content decoding section 115 obtains 

encrypted content corresponding to the playback 
control information from content recording section 
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112 (S209 ) . Then content decoding section 115 
decrypts and plays back the encrypted content by 
means of Kc ( S2 1 0 ) . 

By means of the above - de s c r ibed processing 
5 flow, terminal 110 begins content playback based on 
playback control information. 

Next, the processing flow in the content 
playback control system shown in FIG. 1 when a skip 
operation is performed during a CM section while 
10 terminal 110 is performing playback based on the 
playback control information shown in FIG. 6 and FIG 
7 will be described with reference to the processing 
flow shown in FIG. 10. 

When operating section 118 receives a skip 
15 request from the user during CM section playback 
(S301), it passes the skip request to content 
decoding section 115 (S302). 

In response, content decoding section 115 
issues a skip po s s i b i 1 i t y / impo s s ib i 1 i t y check 
20 request to playback control information processing 
section 117 ( S3 03 ) . 

In response to this request, playback control 
information processing section 117 refers to 
playback control information, recognizes that 
25 skipping is prohibited for the segment being played 
back, and returns an indication that skipping is not 
possible to content decoding section 115 (S 3 0 4 ) . 
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To be specific, playback control information 
processing section 117 refers to restriction 
information 612 of playback control information 60 
shown in FIG. 7. Then playback control information 
5 processing section 117 refers to ID 613 of 
restriction information 612 and recognizes a 
segment subject to restrictions. In this case, 
since ID 6 0 3b of CM related segment 6 0 0b is described 
in ID 613, playback control information processing 

10 section 117 recognizes that CM related segment 600b 
is subject to playback restrictions. 

Next, playback control information processing 
section 117 refers to restriction (control) methods 
614a through 614c, and more specifically, 

15 recognizes what kind of restrictions have been set 
for CM related segment 6 0 0b. In this case, 
"forward," "skip," and u j ump ," are specified as not 
possible in restriction methods 614a through 614c, 
and therefore playback control information 

20 processing section 117 recognizes that CM related 
segment 6 00b is a segment for which skipping is not 
possible. Playback control information processing 
section 117 then returns an indication that skipping 
is not possible to content decoding section 115. 

25 In response to this, having obtained an 

indication that skipping is not possible in S304, 
content decoding section 115 does not comply with 
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the skip request in S3 02, but continues content 
playback using the playback method currently being 
employed ( S 3 0 5 ) . 

If, at this time, a playback method already 
5 prohibited in the playback control information, 
such as skip or forward, is in progress, content 
decoding section 115 performs processing to return 
to a playback method permitted in the playback 
control information. Also, if jump processing or 

10 skip processing that skips a segment subject to 
control in the playback control information has been 
performed, content decoding section 115 
discontinues this processing. 

When content decoding section 115 receives an 

15 indication that skipping is not possible in S304, 
it may transmit a "skipping not possible" indication 
to output terminal 130 and notify the user that the 
operation is prohibited. 

Also, when content decoding section 115 

20 receives skip requests, it is possible for content 
decoding section 115 not to inquire about a skip 
pos s ib i 1 i t y / impos s ib i 1 i ty to playback control 
information processing section 117 each time there 
is an operation request, but to obtain playback 

25 control information from the playback control 
information processing section when there is a 
playback request and make a decision in content 
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decoding section 115. 

By performing content playback using playback 
control information as described above, it is 
possible for terminal 110 not to accept a playback 
5 method prohibited in the restriction method 
described in the playback control information. 
That is to say, terminal 110 can be made to comply 
with playback intended by the playback control 
information issuer (broadcaster) . 

10 In this processing flow, only skipping has been 

taken as an example, but the same kind of processing 
also applies to the other operations (forward and 
jump) described in playback control information 60 
in FIG. 6 and FIG. 7. By means of this processing 

15 flow, a terminal can be made to comply with playback 
based on playback control information. 

As described above, according to Embodiment 1 
content playback is performed based on playback 
control information that describes a restriction 

20 method related to the playback method (mode) of a 
specific section of content, and it is therefore 
possible to perform control related to the playback 
method of a specific section of content. 

Furthermore, according to Embodiment 1, since 

25 a playback restriction method is described not in 
content itself but in playback control information, 
a plurality of contents need not be held for each 
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playback control method. Also, since it is only 
necessary to store a comparatively small amount of 
playback control information for each playback 
control method, the storage section of terminal 110 
5 can be made compact. 

Moreover, according to Embodiment 1, since a 
mode is used whereby playback control information 
and license information are transmitted separately 
from server 100 to terminal 110, it is possible to 

10 prevent communication from becoming heavy due to 
simultaneous transmission of playback control 
information and license information. Also, when 
the communication network is heavy, playback 
control information may be transmitted beforehand 

15 without using communication, and only license 
information may be transmitted by communication. 
Furthermore, if a mode is adopted whereby only 
license information is stored in a tamper-proof 
security module of terminal 110, terminal 

20 implementation costs can be reduced. 

Also, the validity of playback control 
information may be checked in terminal 110 by means 
of a method such as attaching an electronic 
signature to playback control information. By this 

25 means, it is possible to prevent content playback 
that runs counter to the intentions of the playback 
control information issuer due to tampering with the 
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playback control information. 

During playback of a section for which a 
predetermined operation is prohibited by playback 
control information, the GUI of operating section 
5 118 may be changed as appropriate to indicate to the 
user that the operation is prohibited. For example, 
the color of the forward button on the remote 
controller may be changed during a section for which 
forwarding is prohibited, or displayed as different 

10 from the color of other non-prohibited operations, 
or it may be made impossible to press the forward 
button so that an operation prohibited by the 
playback control information processing section 
cannot be accepted by operating section 118. 

15 Another possibility is to impose a character or 
symbol indicating that f as t - forwarding cannot be 
performed on the playback screen. In this case, 
information of an operation prohibited for the 
playback section is passed from playback control 

20 information processing section 117 to operating 
section 118, and operating section 118 changes 
appropriately to reflect that information. 

By this means the user can easily recognize 
currently permitted operations and prohibited 

25 operat ions . 

Also, preview license information and 
actual -viewing license information may be prepared 
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separately for the same content, and that playback 
is possible for only a content preview may be 
described in playback control information 
corresponding to preview license information. By 
5 this means, a regular license purchaser may be 
issued an actual -viewing license and enabled to 
actually view content, while someone who has not 
purchased a regular license is issued preview 
license information and allowed to view only a 

10 content preview. 

A mode may also be used whereby operations of 
server 100 or terminal 110 according to Embodiment 
1 are stored in a recording medium as a program, and 
this program is executed by a general -purpose 

1 5 computer . 

( Embodiment 2 ) 

A content playback control system according to 

Embodiment 2 of the present invention performs 
20 playback po s s ib i 1 i t y / impo s s ib i 1 i t y control based 

on a time period. 

FIG. 11 is a block diagram showing the 

configuration of a content playback control system 

according to Embodiment 2 of the present invention. 
25 Parts identical to parts already described in 

Embodiment 1 are assigned the same codes, and 

detailed descriptions thereof are omitted. 
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Terminal 1110 of a content playback control 
system according to Embodiment 2 is provided with 
current time management section 1112. Current time 
management section 1112 is a clock or the like that 
5 manages the current time. Server 1100 is also 
provided with current time management section 1101. 
Current time management section 1101 and current 
time management section 1112 have the same 
configuration. 

10 Playback control information generation 

section 1102 of server 1100 generates playback 
control information describing a content playback 
restriction (control) method according to time 
information. Playback control information 

15 generation section 1102 transmits generated 
playback control information to terminal 1110 via 
communication section 104 and channel 120. 

A playback control information processing 
section 1111 of terminal 1110 controls playback of 

20 content in content decoding section 115 based on 
playback control information generated by playback 
control information generation section 1102. 

The schema of playback control information 
generated by playback control information 

25 generation section 1102 will now be described using 
FIG. 12. FIG. 12 is a drawing showing an example 
of the schema of playback control information 
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according to Embodiment 2 . 

Playback control information schema 1200 
according to Embodiment 2, makes a definition for 
content playback restriction information based on 
5 time as indicated by reference number 1201 in the 
figure. Also, schema 1200 makes a definition so as 
to specify content playback restriction information 
based on time, as indicated by reference number 1202 
in the figure. Specifically, schema 1200 makes a 

10 definition for start time 1203 and end time 1204 
subject to restrictions, and restriction method 
1208 indicating how content playback is restricted 
at the restricted time. 

Schema 1200 also makes a definition so as to 

15 specify where time information is to be obtained, 
as indicated by reference number 1205 in the figure. 
Specifically, schema 1200 makes a definition so as 
to specify whether time information is to be 
obtained from current time management section 1112 

20 of terminal 1110, as indicated by reference number 
120 6 in the figure, or is to be obtained from current 
time management section 1101 of server 1100, as 
indicated by reference number 1207 in the figure. 
A specific description of playback control 

25 information according to Embodiment 2 will now be 
described using FIG. 13. FIG. 13 is a drawing 
showing an example of metadata describing playback 
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control information in a content playback control 
system of Embodiment 2. 

Specifically, playback control information 
1300 according to Embodiment 2 describes 
5 restriction information for one segment. To be 
specific, playback control information 1300 
describes segment ID 1301, ID 13 02 of video used in 
the segment, segment title 1303, segment 
description 1304, and segment section information 
10 13 05. 

Playback control information 1300 also 
describes restriction information for the segment 
in the area indicated by reference number 1306 in 
the figure. Specifically, rest riction information 

15 1306 describes start time 1307 and end time 1308 
subject to restrictions, and restriction method (in 
this example, playback impossibility) 1309 for the 
restricted time. 

Restriction information 1306 also describes 

20 acquisition location information 1310 indicating 
where the current time is to be obtained. In this 
case, acquisition location information 1310 
describes that the current time is to be obtained 
from current time management section 1101 of server 

25 1100. 

By obtaining the current time from server 1100 
in this way, current time management can be 
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performed accurately. Also, in terminal 1110, 
content playback can be controlled accurately even 
if time information managed by current time 
management section 1112 is tampered with. 
5 Only information for one segment is described 

in playback control information 1300 shown in FIG. 
13, but information for a plurality of segments may 
be described, and different restriction information 
may be described for each segment. 
10 Next, content playback processing in a content 

playback control system according to Embodiment 2 
will be described with reference to the processing 
flow shown in FIG. 14. 

When the user inputs a content playback request 
15 from operating section 118, operating section 118 
transmits a content playback request to content 
decoding section 115 (S1400) . 

In response to this, content decoding section 
115 transmits playback control information 
20 processing section 1111 a request for information 
related to playback possibility/impossibility as to 
whether or not content may be played back (S1401) . 

In response to this, playback control 
information processing section 1111 refers to 
25 playback control information recording section 114 
and obtains playback control information. 

Next, playback control information processing 
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section 1111 refers to the playback control 
information and determines where the current time 
is to be obtained. In the case of the playback 
control information shown in FIG. 13, for example, 
5 the description indicates that the current time is 
to be obtained from current time management section 
1101 of server 1100, as indicated by reference 
number 1301 in the figure, and therefore playback 
control information processing section 1111 

10 transmits a time information acquisition request to 
server 1100 via communication section 111. 

In response to this, server 1100 obtains a 
current time acquisition request via communication 
section 104, and transmits this to current time 

15 management section 1101. Current time management 
section 1101 then obtains the current time 
acquisition request and transmits the current time 
to terminal 1110 via communication section 104. 

Communication section 111 of terminal 1110 

20 then obtains the transmitted current time and 
transmits it to playback control information 
processing section 1111, and playback control 
information processing section 1111 obtains the 
current time (S1402) . 

25 If the playback control information describes 

an indication that the current time is to be obtained 
from current time management section 1112 of 
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terminal 1110, playback control information 
processing section 1111 obtains the current time 
from current time management section 1112 (S1402) . 
Next, playback control inf orma t ion pr oce s s ing 
5 section 1111 refers to the playback control 
information, and obtains restricted time related 
information. In the example in FIG. 13, playback 
control information processing section 1111 obtains 
start time 13 0 7 and end time 13 08. Playback control 

10 information processing section 1111 also refers to 
the playback control information and obtains 
restriction method related information. In the 
example in FIG. 13, playback control information 
processing section 1111 obtains restriction method 

1 5 13 0 9 describing an indication that playback is not 
possible . 

Playback control information processing 
section 1111 then compares the current time obtained 
in S1402 with restricted time related information 

20 described in the playback control information, and 
if these times match, transmits the restriction 
method described in the playback control 
inf ormat ion- - in this case, an indication that 
content cannot be played back--to content decoding 

25 section 115 ( S14 03 ) . 

In response to this, content decoding section 
115 performs playback impossible processing, that 
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is, processing whereby decoding of encrypted 
content is not performed, and terminates processing 
( S14 04 ) . 

As described above, according to Embodiment 2, 
5 content playback control can be performed using time 
information. By this means, for example, by 
suppressing playback of stored content at prime time, 
it is possible to ensure that content being 
broadcast is viewed. 

10 Also, according to Embodiment 2, control can 

be performed so that the current time is inquired 
to server 1100. By this means, it is possible to 
prevent unauthorized use of content by tampering 
with the current time in terminal 1110. 

15 It is also possible to combine Embodiment 1 and 

Embodiment 2, and perform control so that specific 
playback is impossible at a predetermined time. 

Also, if a content playback request is received 
from operating section 118 during a 

20 playback-prohibited time period described in 
playback control information, that operation may be 
made unacceptable. To indicate that content 
playback cannot be performed during a 
playback -prohibited time period, the color of the 

25 play button or the like of operating section 118 may 
be changed, or an indication that content playback 
is not possible may be displayed. 
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Furthermore, if a prohibited time period is 
entered during content playback, content playback 
may be made to stop automatically. 

Although playback restriction based on time 
5 has been described, playback disabling or enabling 
restrictions may also be implemented based on 
day-of - the -week or date restrictions. 

( Embodiment 3 ) 

10 A content playback control system according to 

Embodiment 3 of the present invention performs 
playback po s s ib i 1 i t y / impo s s ib i 1 i t y control based 
on a viewing environment. 

FIG. 15 is a block diagram showing the 

15 configuration of a content playback control system 
according to Embodiment 3 of the present invention. 
Parts identical to parts already described are 
assigned the same codes, and detailed descriptions 
thereof are omitted. 

20 Terminal 1510 of a content playback control 

system according to Embodiment 3 is provided with 
illuminance detection section 1512. Illuminance 
detection section 1512 detects the illuminance 
(lux) of the environment in which terminal 1510 is 

25 located. 

Playback control information generation 
section 1502 of server 1500 generates playback 
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control information describing content playback 
restriction (control) information according to 
illuminance information. Playback control 

information generation section 1502 transmits 
5 generated playback control information to terminal 
1510 via communication section 104 and channel 120. 

Playback control information processing 
section 1511 of terminal 1510 controls playback of 
content in content decoding section 115 based on 

10 playback control information generated by playback 
control information generation section 1502. 

Next, the schema of playback control 
information generated by playback control 
information generation section 1502 will now be 

15 described using FIG. 16. FIG. 16 is a drawing 
showing an example of the schema of playback control 
information according to Embodiment 3 . 

Playback control information schema 1600 
according to Embodiment 3, makes a definition for 

20 content playback restriction information based on 
illuminance as indicated by reference number 1601 
in the figure. Also, schema 1600 makes a definition 
so as to specify a restriction method based on 
illuminance, as indicated by reference number 1602 

25 in the figure. Specifically, schema 1600 makes a 
definition for minimum illuminance 1604 and maximum 
illuminance 1605 indicating illuminance subject to 
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restrictions, and restriction method 1603 
indicating how content is to be played back at 
minimum illuminance 1604 or higher and at maximum 
illuminance 1605 or lower. 
5 Next, a specific description of playback 

control information according to Embodiment 3 will 
now be described using FIG. 17. FIG. 17 is a drawing 
showing an example of metadata describing playback 
control information in a content playback control 

10 system of Embodiment 3. Parts identical to parts 
already described are assigned the same codes, and 
detailed descriptions thereof are omitted. 

Playback control information 1700 according to 
Embodiment 3 describes restriction information for 

15 the segment in the area indicated by reference 
number 1701 in the figure. Specifically, 
restriction information 1701 describes minimum 
illuminance 1702 subject to restrictions, and 
restriction method (in this example, playback 

20 possibility) 1703 in the case of minimum illuminance 
1702 or higher . 

Only information relating to one segment is 
described in playback control information 1700 
shown in FIG. 17, but information for a plurality 

25 of segments may be described, and different 
restriction information may be described for each 
segment . 
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Next, content playback processing in a content 
playback control system according to Embodiment 3 
will be described with reference to the processing 
flow shown in FIG. 18. 
5 When the user inputs a content playback request 

from operating section 118 (S1801), operating 
section 118 transmits a content playback request to 
content decoding section 115 (S1802) . 

In response to this, content decoding section 

10 115 transmits a request for information related to 
playback pos s ibi 1 i ty / impos s ibi 1 i ty as to whether or 
not content may be played back to playback control 
information processing section 1511 (S1803). 

In response to this, playback control 

15 information processing section 1511 refers to 
playback control information recording section 114 
and obtains playback control information. 

Next, playback control information processing 
section 1511 issues a request to illuminance 

20 detection section 1512 for illuminance information 
concerning the environment in which terminal 1510 
is located (S18 04 ) . In response to this request, 
illuminance detection section 1512 transmits 
illuminance information concerning the environment 

25 in which terminal 1510 is located to playback 
control information processing section 1511 
(S1805 ) . 
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Playback control information processing 
section 1511 then refers to the playback control 
information and obtains information relating to 
illuminance subject to restrictions. In the 
5 example in FIG. 17, playback control information 
processing section 1511 obtains minimum illuminance 
1702. Playback control information processing 
section 1511 refers to the playback control 
information and obtains restriction method related 

10 information. In the example in FIG. 17, playback 
control information processing section 1511 obtains 
restriction method 1703 describing an indication 
that playback is possible. 

Playback control information processing 

15 section 1511 then determines whether the 
illuminance information obtained in S1805 
corresponds to the illuminance subject to 
restrictions described in the playback control 
information, and if it does, transmits the 

20 restriction method described in the playback 
control inf ormat ion- - in this case, an indication 
that content playback is possible- -to content 
decoding section 115 (S1806). 

In response to this, content decoding section 

25 115 performs playback processing, that is, 
processing whereby encrypted content is decoded and 
output to output terminal 130, and terminates 
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processing (S18 0 7) . 

As described above, according to Embodiment 3 
content playback control can be performed using 
illuminance information of the environment in which 
5 terminal 1510 is located. By this means, it is 
possible, for example, to prevent an animation 
program containing scenes with sharp luminance 
variations from being viewed in a dark room. 

Also, if a content playback request is received 

10 from operating section 118 under conditions 
corresponding to the playback control illuminance 
described in the playback control information, that 
operation may be made unacceptable. To indicate 
that content playback cannot be performed when 

15 terminal 1510 is in the illuminance subject to 
playback control, the color of the play button or 
the like of operating section 118 may be changed, 
or an indication that content playback is not 
possible may be displayed. If a playback request 

20 is made again after an indication that content 
playback is not possible has been displayed, the 
processing of S1801 through S1807 may be repeated. 

Furthermore, if the environment of terminal 
1510 enters the illuminance subject to playback 

25 control during content playback, playback may be 
made to stop automatically. 

Playback control information for controlling 
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content playback may be generated using environment 
information other than illuminance information, and 
content playback control may be performed using 
environment information other than illuminance 
5 inf ormat ion . 

( Embodiment 4 ) 

A content playback control system according to 

Embodiment 4 of the present invention performs 
10 playback po s s ib i 1 i t y / impo s s ib i 1 i t y control based 

on a user attribute. 

FIG. 19 is a block diagram showing the 

configuration of a content playback control system 

according to Embodiment 4 of the present invention. 
15 Parts identical to parts already described are 

assigned the same codes, and detailed descriptions 

thereof are omitted. 

Terminal 1910 of a content playback control 

system according to Embodiment 4 is provided with 
20 attribute management section 1912. Attribute 

management section 1912 manages information related 

to the user of terminal 1910, that is, a user 

attribute. A mode of attribute management section 

1912 may be used whereby the user inputs a user 
25 attribute from an IC card or the like, or a mode may 

be used whereby the user inputs a user attribute from 

operating section 118. 
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User attribute information includes a user's 
age, a user' s terminal performance, the surrounding 
environment of a user's terminal, a user's area 
information (address) , and so forth. A mode may be 
5 used whereby user information managed by a provider 
is set in attribute management section 1912 via 
channe 1 12 0. 

Playback control information generation 
section 1902 of server 1900 generates playback 
10 control information describing playback control by 
means of user attribute information. Playback 
control information generation section 1902 
transmits generated playback control information to 
terminal 1910 via communication section 104 and 
15 channel 12 0 . 

Playback control information processing 
section 1911 of terminal 1910 controls playback of 
content in content decoding section 115 based on 
playback control information generated by playback 
20 control information generation section 1902. 

The schema of playback control information 
generated by playback control information 
generation section 1902 will now be described using 
FIG. 20. FIG. 20 is a drawing showing an example 
25 of the schema of playback control information 
according to Embodiment 4 . 

Playback control information schema 2000 

50 



2F04166-PCT 

according to Embodiment 4 makes a definition for 
content playback restriction information based on 
a user attribute as indicated by reference number 
2 0 0 1 in the figure. Also, schema 2000 makes a 
5 definition so as to specify restriction information 
based on a user attribute, as indicated by reference 
number 2002 in the figure. Specifically, schema 
2000 makes a definition for minimum age 2004 and 
maximum age 2005 subject to restrictions, and 
10 restriction method 2003 indicating how content is 
to be played back in the case of minimum age 2004 
or higher and in the case of maximum age 2005 or 
lower . 

A specific description of playback control 
15 information according to Embodiment 4 will now be 
described using FIG. 21. FIG. 21 is a drawing 
showing an example of metadata describing playback 
control information in a content playback control 
system of Embodiment 4. Parts identical to parts 
20 already described are assigned the same codes, and 
detailed descriptions thereof are omitted. 

Playback control information 2100 according to 
Embodiment 4 describes restriction information for 
the segment in the area indicated by reference 
25 number 2101 in the figure. Specifically, 
restriction information 2101 describes minimum age 
2102 subject to restrictions, and restriction 
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method (in this example, playback possible) 2103 in 
the case of minimum age 2102 or higher. 

Only information for one segment is described 
in playback control information 2100 shown in FIG. 
5 21, but information for a plurality of segments may 
be described, and different restriction information 
may be described for each segment. 

Next, content playback processing in a content 
playback control system according to Embodiment 4 
10 will be described with reference to the processing 
flow shown in FIG. 22. 

When the user inputs a content playback request 
from operating section 118 (S2201) , operating 
section 118 transmits a content playback request to 
15 content decoding section 115 (S2202). 

In response to this, content decoding section 
115 transmits a request for information related to 
playback po s s i b i 1 i t y / impo s s ib i 1 i t y as to whether or 
not content may be played back to playback control 
20 information processing section 1911 (S2203). 

In response to this, playback control 
information processing section 1911 refers to 
playback control information recording section 114 
and obtains playback control information. 
25 Next, playback control information processing 

section 1911 issues a request to attribute 
management section 1912 for a user attribute of 
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terminal 1910- -in this case, age information 
(S2204). In response to this request, attribute 
management section 1912 transmits user age 
information of terminal 1910 to playback control 
5 information processing section 1911 (S2205). 

Playback control information processing 
section 1911 then refers to the playback control 
information and obtains information related to an 
age subject to control. In the example in FIG. 21, 

10 playback control information processing section 
1911 obtains minimum age 2102. Playback control 
information processing section 1911 refers to the 
playback control information and obtains 
restriction method related information. In the 

15 example in FIG. 21, playback control information 
processing section 1911 obtains restriction method 
2103 describing an indication that playback is 
possible . 

Playback control information processing 
20 section 1911 then determines whether the age 
information obtained in S2205 corresponds to the age 
subject to restrictions described in the playback 
control information, and if it does, transmits the 
restriction method described in the playback 
25 control information --in this case, an indication 
that content playback is possible-- to content 
decoding section 115 (S2206). 
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In response to this, content decoding section 
115 performs playback processing, that is, 
processing whereby encrypted content is decoded and 
output to output terminal 130, and terminates 
5 processing (S220 7 ) . 

As described above, according to Embodiment 4 
content playback control can be performed using a 
user attribute --in this case, user's age-- of 
terminal 1910. By this means, for example, if 

10 content includes a section containing 

adul t - or ient ed video, viewing of that section can 
be restricted to those aged 20 or over. 

Also, if a content playback request is received 
from operating section 118 from a user of an age 

15 subject to restrictions described in the playback 
control information, that operation may be made 
unacceptable. To indicate that content playback 
cannot be performed when the user of terminal 1910 
is of an age subject to restrictions, the color of 

20 the play button or the like of operating section 118 
may be changed, or an indication that content 
playback is not possible may be displayed. 

Schema 2 000 shown in FIG. 20 may also be defined 
so as to specify where a user attribute is to be 

25 obtained. Specifically, s chema 2 0 0 0 may be de f ined 
so as to specify whether a user attribute is to be 
obtained from terminal 1910 or from server 1900. 
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Age has been used as a user attribute in the 
above description, but another attribute may also 
be used . 

In Embodiment 4, content playback control 
5 based on a user attribute has been described, but 
content playback control may also be performed 
based on a terminal attribute. 

In the case of this mode, attribute management 
section 1912 manages attribute of terminal 1910, for 
10 example, area information indicating where terminal 
1910 is located. 

Also, playback control information generation 
section 1902 of server 1900 generates playback 
control information describing playback control 
15 based on terminal attribute information. 

A schema of playback control information 
generated by playback control information 
generation section 1902 in the case of this mode will 
be described using FIG. 23. FIG. 23 is a drawing 
20 showing another example of the schema of playback 
control information according to Embodiment 4. 

Playback control information schema 2300 
defines content playback restriction information 
based on a terminal attribute as indicated by 
25 reference number 2301 in the figure. Also, schema 
23 0 0 makes a definition so as to specify restriction 
information based on a terminal attribute, as 
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indicated by reference number 2302 in the figure. 
Specifically, schema 2300 makes a definition for 
terminal attribute 2303 subject to restrictions, 
and restriction method 2304 indicating how content 
5 is to be played back in the case of terminal 
attribute 2 3 0 3. 

A specific description of playback control 
information according to this mode will now be 
described using FIG. 24. FIG. 24 is a drawing 

10 showing another example of metadata describing 
playback control information in a content playback 
control system of Embodiment 4. Parts identical to 
parts already described are assigned the same codes, 
and detailed descriptions thereof are omitted. 

15 Playback control information 2400 describes 

playback restriction information for the segment in 
the area indicated by reference number 24 0 1 in the 
figure. Specifically, restriction information 
2401 describes a terminal attribute subject to 

20 restrict ions- - in this case, area information 
2402--and restriction method (in this example, 
playback impossibility) 2403 in the case of area 
information 2402. 

Only information for one segment is described 

25 in playback control information 2400 shown in FIG. 
24, but information for a plurality of segments may 
be described, and different restriction information 
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may be described for each segment. 

In content playback processing in a content 
playback control system in this mode, playback 
control information processing section 1911 first 
5 issues a request to attribute management section 
1912 for an attribute of terminal 1910, --in this 
case, a request for area information indicating 
where terminal 1910 is located. In response to this, 
attribute management section 1912 transmits area 

10 information of terminal 1910 to playback control 
information processing section 1911. 

Playback control information processing 
section 1911 then refers to the playback control 
information and obtains information related to an 

15 area subject to control. In the example in FIG. 24, 
playback control information processing section 
1911 obtains area information 2402. Playback 
control information processing section 1911 refers 
to the playback control information and obtains 

20 restriction method related information. In the 
example in FIG. 24, playback control information 
processing section 1911 obtains restriction method 
2403 describing an indication that playback is 
impossible . 

25 Playback control information processing 

section 1911 then determines whether the obtained 
area information corresponds to the area subject to 
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restrictions described in the playback control 
information, and if it does, transmits the 
restriction method described in the playback 
control inf ormat ion- - in this case, an indication 
5 that content playback is not possible--to content 
decoding section 115. 

In response to this, content decoding section 
115 performs playback- impossible processing, that 
is, processing whereby decoding of encrypted 
10 content is not performed, and terminates 
proce s sing . 

In this way, content playback control can be 
performed using a terminal attribute - -in this case, 
area information-- of terminal 1910. By this means, 

15 when a sports event is being broadcast, for example, 
more people can be induced to actually attend the 
event by prohibiting playback in the area around the 
location where the event is being held. 

Content playback control may also be performed 

20 by combining Embodiment 2 through Embodiment 4, and 
combining time, terminal environment (illuminance) , 
terminal user age, and terminal location. Moreover, 
Embodiment 1 may be combined with this and restrict 
special playback under the above conditions. 

25 The present application is based on Japanese 

Patent Application No. 2003-366604 f i 1 ed on Oc t obe r 
27, 2003, and Japanese Patent Application No. 
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2004-308807 filed on October 22, 2004, the entire 
content of which is expressly incorporated herein 
by reference . 

5 Industrial Applicability 

The present invention enables a terminal to be 
made to comply with playback based on playback 
control information by distributing playback 
control information together with content via a 

10 broadcast network, IP network, or suchlike channel, 
and thus enables a user to be made to comply with 
a content playback mode intended by a broadcaster 
(playback control information creator) . The 
present invention is widely applicable not only to 

15 fixed terminals such as computers, televisions, and 
hard disk recorders, but also to portable terminals, 
in-vehicle terminals, and so forth. 



